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Abstract 

 

In this article, Lee Shih and Nathalie Ker, Partners at Lim Chee Wee Partnership, 

Kuala Lumpur, discuss the recent developments in Malaysian law in the areas of 

cyber fraud and cryptoassets. They provide an overview of the first ‘persons 

unknown’ injunction granted in Malaysia, the first decision recognising Bitcoin as a 

transferable commodity and the Malaysian securities regulator recognising 

cryptoassets as securities. They further consider the impact that these 

developments have on the tools used in fraud litigation, including how cryptoassets 

may now form part of the target assets under freezing orders and proprietary 

injunctions. 

 

Introduction 

 

In the past few years, Malaysia has seen quite a few developments in the law 

regarding cyber fraud and cryptoassets. We will touch on three of these. Firstly, the 

‘persons unknown’ injunction in Malaysia. Secondly, the Court’s recognition of 

Bitcoin as a transferable commodity. Thirdly, Malaysia’s securities regulator 

recognising cryptoassets as securities. 

 

1. First Persons Unknown Injunction in Malaysia 

 

In December 2020, the Malaysian High Court granted the first-ever injunction against 

persons unknown. This occurred in the case of Zschimmer & Schwarz GmbH & Co KG 

Chemische Fabriken v Persons Unknown & Anor [2021] 7 MLJ 178 (“Zschimmer”). 

Zschimmer involved a case of cross-border push-payment fraud. The Court noted 

that this was an increasingly common cyber fraud where the victim is tricked over 

https://www.iccfraudnet.org/home/fraudnet


 

iccfraudnet.org 142 

emails to make a payment for a legitimate transaction into a bank account under 

the fraudster’s control. In Zschimmer, the fraudster was an unknown party or parties 

who had infiltrated the email communications between the plaintiff and its South 

Korean counterparty. The unknown fraudster deceived the plaintiff into paying 

monies into a bank account in Malaysia under the fraudster’s control. The plaintiff 

thought it was making a genuine payment to the South Korean counterparty.  

Upon discovering the fraud, the plaintiff filed an action against ‘persons unknown’ 

and the sole proprietor of the bank account. The Court allowed the remedies of a 

proprietary injunction and freezing order and substituted service by email and 

Dropbox against the persons unknown.  

The Malaysian Court followed the same approach in the United Kingdom in the cases 

of CMOC Sales & Marketing Limited v Persons Unknown and 30 others [2018] EWHC 

2230 (Comm), World Proteins KFT v Persons Unknown [2019] EWHC 1146 (QB), and 

AA v Persons Unknown [2020] 4 WLR 35 (“AA v Persons Unknown”). Zschimmer cited 

these decisions as examples where the Court had the jurisdiction to grant injunctions 

against persons unknown.  

In today’s world, where cyber fraud is increasingly sophisticated, this decision is a 

relief for victims of fraud. Victims will be able to obtain such remedies even where 

the defendant is unknown due to, for example, the use of fake email addresses.  

Zschimmer is also the first Malaysian decision to allow for a proprietary injunction. 

The Court granted the proprietary injunction over the monies that had been paid 

out under a false premise. The Court followed the principles set out in the case of 

AA v Persons Unknown where the English High Court granted a proprietary injunction 

over Bitcoins which had been wrongly transferred. The Court noted that unlike a 

freezing injunction, there is no need for the plaintiff to show a risk of dissipation of 

assets. 

The Court in Zschimmer also ordered for substituted service by way of email with a 

link to a Dropbox folder. The Court acknowledged that this would be the most 

practicable method to bring notice of the proceedings to the persons unknown. 

In February 2021, the Court further allowed the plaintiff’s application for a 

Spartacus order against the persons unknown. A Spartacus order is a self-

identification order requiring the persons unknown to  identify themselves and to 

provide an address for service. The Court applied the English High Court decision in 

PML v Person(s) Unknown [2018] EWHC 838 (QB), where it was held that the purpose 

of the self-identification order is to ensure that the plaintiff’s remedies are effective 

in the event of a successful claim. 
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2. Bitcoin Recognised as a Commodity under the Malaysian Contracts Act  

 

Bitcoin and other cryptoassets are still not considered to be legal tender in 

Malaysia.1 Nonetheless, the High Court in the case of Robert Ong Thien Cheng v Luno 

Pte Ltd & Anor [2020] 1 LNS 2194 (“Luno”) recognised that Bitcoin was a ‘thing’ or 

commodity. Therefore, Bitcoin could be returned where paid by mistake under 

section 73 of the Malaysian Contracts Act 1950 (“the Contracts Act”). 

In Luno, Luno Pte Ltd operated an online wallet and exchange for cryptocurrencies 

under the trading name of ‘Luno’. It had mistakenly made a double transfer of 11.3 

Bitcoins into Robert Ong’s Bitfinex account. Robert Ong admitted to receiving the 

additional 11.3 Bitcoins but refused to return these. Luno initiated legal proceedings 

in the Sessions Court to recover the mistakenly transferred Bitcoins. The trial judge 

at first instance allowed Luno’s claim and Robert Ong appealed to the High Court. 

The crux of the appeal turned on whether the Bitcoins could fall under “anything 

delivered, by mistake” under section 73 of the Contracts Act and thus must be 

returned to Luno by Robert Ong. Robert Ong contended that Bitcoin only existed in 

the virtual world and where Bitcoin did not take any physical form and was not 

tangible. Therefore, Robert Ong contended that Bitcoin could not be “anything” 

under the Contracts Act. 

However, the High Court agreed with Luno on the argument that the Bitcoins were 

a form of ‘commodity’ as real money is used to purchase the cryptoassets. There is 

value attached to Bitcoin in the same way that value is attached to shares. Thus, 

the High Court held that Bitcoins could fall under the term “anything”. Robert Ong 

was liable to return the mistakenly transferred Bitcoins. 

 

3. Cryptoassets Recognised as ‘Digital Assets’ by the Malaysian Securities 

Regulator 

 

Cryptoassets have further been recognised as securities by the Securities 

Commission Malaysia – Malaysia’s securities regulator. Section 3 of the Malaysian 

Capital Markets and Services (Prescription of Securities) (Digital Currency and Digital 

 
1 Bank Negara Malaysia and Securities Commission Malaysia, ‘BNM and SC’s Joint Response on "Policy confusion over 
cryptocurrencies"’ (16 December 2020) <www.bnm.gov.my/-/bnm-and-sc-s-joint-response-on-policy-confusion-
over-cryptocurrencies-> accessed 13 August 2021. 
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Token) Order 20192 (“the Digital Currency Order”) (referred to by the Court in Luno) 

sets out the requirements for cryptoassets to be classified as ‘securities’.  

In 2020, the Securities Commission Malaysia issued guidelines on cryptoassets. Under 

the guidelines, cryptoassets or ‘digital assets’ are defined as ‘digital currency’ or 

‘digital tokens’.3 Cryptoasset exchanges are regulated as digital asset exchanges 

under this regime.  

As at the date of writing, the Securities Commission Malaysia has approved the 

trading of five digital tokens in Malaysia, i.e. Bitcoin Cash (BCH), Bitcoin (BTC), 

Ethereum (ETH), Ripple (XRP) and Litecoin (LTC) through the registered digital asset 

exchanges.4 

The recognition of cryptoassets as a ‘digital asset’ by the Securities Commission 

Malaysia is welcome in a world where these digital assets are more likely to form 

part of a fraudster’s financial portfolio. These may then form part of the assets 

under freezing orders, proprietary injunctions and eventual tracing reliefs to be 

granted by the Courts. This brings Malaysia in line with relevant developments in 

this field in other jurisdictions, particularly the United Kingdom. In November 2019, 

the UK Jurisdiction Taskforce published a legal statement stating that cryptoassets 

are to be treated in principle as property5 (“Legal Statement”). The English High 

Court in AA v Persons Unknown referred to and adopted the analysis in the Legal 

Statement in its decision where it recognised cryptoassets as property. 

 

Conclusion  

 

In conclusion, the Malaysian Courts and legislators have together provided more 

tools for fraud litigators in Malaysia to combat cyber fraud. The principles set out in 

the cases examined in this article will no doubt be further fine-tuned by the Courts 

in the future. Given the volatile nature of cryptoassets, it will be interesting to 

monitor how the Courts apply freezing orders and proprietary injunctions to these 

assets in different situations. 

 
2 Capital Markets and Services (Prescription of Securities) (Digital Currency and Digital Token) Order 2019 (8 
January 2019) <www.sc.com.my/api/documentms/download.ashx?id=8c8bc467-c750-466e-9a86-98c12fec4a77> 
accessed 13 August 2021. 

3 Securities Commission Malaysia, Guidelines on Digital Assets (28 October 2020), Chapter 4 
<www.sc.com.my/api/documentms/download.ashx?id=aeb10f62-944b-4d83-8aa0-4ed492dc1109> accessed 13 
August 2021. 

4 List of Registered Digital Asset Exchanges (Updated list as of 29 July 2021) 
<www.sc.com.my/regulation/guidelines/recognizedmarkets/list-of-registered-digital-asset-exchanges>. 

5UK Jurisdiction Taskforce, ‘Legal statement on cryptoassets and smart contracts’ (November 2019): 
https://35z8e83m1ih83drye280o9d1-wpengine.netdna-ssl.com/wp-
content/uploads/2019/11/6.6056_JO_Cryptocurrencies_Statement_FINAL_WEB_111119 -1.pdf> accessed 29 
October 2021.  
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